
Application Security

Exercise Set 9, Java “Kangaroos”

1. Run the WebGoat, pick one of the items since the Access Controls Flaws to the Web Services and
complete all included exercises. Preferably every group should choose different item (please make
an agreement on that internally).
[5p]

2. Install one of the vulnerable applications described in the attached presentation about the pene-
tration tests. Then run the Arachni Scanner and check the major possibilities, especially focus on
the authentication part. Finally test the vulnerable application.
[15p]
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